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Background

FIGURE 6-1
» The ARPANET, created in 1969, An original diagram of the
connected Computers at UCLA ARPANET included four nodes,

depicted as circles.

Stanford Research Institute,
University of Utah, and University
of California at Santa Barbara

» Early Internet pioneers used
primitive command-line user
interfaces to send e-mail, transfer
files, and run scientific
calculations on Internet
supercomputers 36 |

» With an estimated 500 million
nodes and more than 2 billion
users, the Internet is huge
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Internet Infrastructure

» The Internet is not owned or operated by any single
corporation or government

» The Internet backbone is a network of high-capacity routers
and fiber-optic communications links that provides the main
routes for data traffic across the Internet

» Backbone links and routers are maintained by network
service providers (NSPs)

» NSP equipment and links are tied together by network
access points (NAPS)

» An Internet service provider (ISP) is a company that offers
Internet access to individuals, businesses, and smaller ISPs
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Internet Infrastructure

FIGURE 6-2

The Internet backbone includes
high-speed routers and high-
speed fiber-optic links. Data
traveling on the Internet (in

red) can pass from one NSP

to another at network access

Verizon backbone points.
links

Sprint backbone
links

Links maintained
by Verizon
——— Links maintained

by Sprint

. High-speed
Verizon routers

. High-speed
Sprint routers

© Cengage Learning
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Router sends and
receives data over the

Internet
Domain name Web server
server tracks holds
addresses of subscriber
network devices Web pages

Communications equipment receives and
transmits signals to subscribers

FIGURE 6-3
ISP Equipment

E-mail server
distributes
e-mail

' messages




Internet Infrastructure

» To communicate with an ISP, your computer
uses some type of communications device, such

as a modem

Your computer can connect to
the Internet as a standalone
f7 device or part of a LAN. Your
?g’:._-r;‘ f;)!' e data first travels to your ISP,

: then to an NSP and out over
the Internet backbone.

Internet backbone

LAN access

Standalone access

Router

---------------

Router
and/or
modem

‘ |
|
o =24
= g

Stahééidne Edfnbuter
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Internet Protocols,

Addresses, and Domains

» A computer can have a permanently assigned
static IP address or a temporarily assigned
dynamic IP address

8 s £ B g o |

| Google

| Search

Web

i Images
Maps
Videos

| News

| Shopping

Search for “what's
what's my ip address === .\ |> 2ddress’.

About 241,000,000 results (0.23 seconds)

Your public IP address is 75.207.217.26 - | caggeaasammd YOUT Internet address

is displayed here.
What Is My IP Address? Lookup IP, Hide IP,_ Change IP, macePramr———————————

whatismyipaddress com/
IP address lookup, location, proxy detection, email tracing, IP hiding tips, blacklist
check, speed test, and forums. Find, get, and show my IP address

IP Lookup What is an IP Address?
Lookup details about an IP address What is an IP Address? No doubt
including location, ISP ... you've heard the term “IP ...
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‘| To find your public Internet (IP)
~|l address, start your browser

| and search for “what's my IP
| address”.



Internet Protocols,

Addresses, and Domains

» A domain name is a key component of Web
page addresses and e-mail addresses

FIGURE 6-7

Domain names are part of the
addresses for servers that han-
dle e-mail and Web sites.

Web address E-mail address
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Internet Protocols,
Addresses, and Domains

2. Your ISP routes Domain FIGURE 6-9

your entry to a domain oma . .

NaMma sarver. name A domain name request is
gerocty:Son server routed through your ISP to your

1. You enter the address
www.travelocity.com.

designated domain name server,
which searches through its
database to find a correspond-
ing IP address. The IP address
can then be attached to packets,

3. The domain name
server returns the
corresponding IP
address.
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such as requests for Web pages.
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Internet Protocols,
Addresses, and Domains

(7] Register Domain Names at ...

register.com

Don't just make & website. Make an impact

# GetaDomain Add aMal Build o Website Haost a Website Secure Your Site

Speak to a web expert. Call us toll free at 1. 888 734 4783

Search for your domcnn name

11 ~3.?.ndhur:'.1:si:ua-edv.-.ra3,-I

Emerthed«minnmmmntwnﬂﬂphmmawdbymm
Whais Lookup

Built for FREE! m Start Selling Online
b——_ professional Websites [, eCommerce Websites

=

Wb site © 1995-2012 by Register.com ®
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Market Your Site

Fast and R

Web Hosl

>

vk

FIGURE 6-11

The first step in registering

a domain name is to find out
whether the name is currently in
use or reserved for future use. If
a domain name is not available,
consider using a different top-
level domain, such as biz instead
of com. After you've found an
available domain name, you can
continue the registration process
by filling out a simple online form.
° You can learn more about
selecting a domain name when
you access this figure in your
interactive eBook.
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Connection Speed

» Data travels over the Internet at an incredible speed

» The elapsed time for data to make a round trip from
point A to point B and back to point A is referred to
as latency

» Ping
» Traceroute
» Upstream vs. downstream speed
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Connection Speed
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FIGURE 6-12

In this example, Traceroute
is used to monitor an Internet
connection between a small
lakeside cabin in northern
Michigan and the HotWired
Web site. The satellite con-
nection has extremely

high latency and timed out
before the Web site could

be accessed. o Click to
learn how to launch Ping and
Traceroute from the Windows
command line and interpret
the results.



Connection Speed

» When upstream speeds differ from downstream
speeds, you have an asymmetric Internet
connection

» When upstream and downstream speeds are the
same, you have a symmetric Internet connection
» Internet connection options
» Fixed Internet access

» Portable Internet access
» Mobile Internet access
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Connection Speed

ww.speedte... O ~ C U £ Speedtest.net - The Global ... | I
!

75:207.217.26
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6 DOWNLOAD SPEED @ UPLOAD SPEED

2.00 meps 0.66 mops
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=M Upload and

| / download speeds
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icago, |
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FIGURE 6-13

Speed tests measure the aver-
age number of bits that are
transmitted per second, whereas
utilities such as Ping and
Traceroute measure the time
required for a packet to make a
round trip from your computer
and back. ° Click to learn how
to use Speedtest.net to com-
pare the speed of your Internet
connection with your ISP’s
advertised speed.
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Section B: Fixed Internet
AcCcCess

» Dial-up Connections

» DSL

» Cable Internet Service

» Satellite Internet Service

» Fixed Wireless Service

» Fixed Internet Connection Roundup
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Dial-up Connections

» A dial-up connection is a fixed Internet connection
that uses a voiceband modem and telephone lines
to transport data between your computer and your

I S I FIGURE 6-14

When you use a dial-up con-
nection to access the Internet,
your data travels over local

telephone lines to your ISP,
which sends it onto the Internet.
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Dial-up Connections

» A voiceband modem converts the signals from your
computer into audible analog signals that can travel
over telephone lines

» Modem speed is measured In bits per second

FIGURE 6-15

When you transmit data, your
voiceband modem modulates
the signal that carries your
data. A modem at the other end
of the transmission demodu-
lates the signal.

a Your modem changes The receiving modem 0
Your computer the digital signal into an converts the analog signal
generates a analog audio signal. back into a digital signal.
digital signal.
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DSL

» DSL Is a high-speed, digital, always-on Internet
access technology that runs over standard phone

lines
» The speed of a DSL connection varies
»DSL modem  GE ]
»DSL filter

Flzase enter your ATET Homa Phone number:

Chapter 6: The Internet




FIGURE 6-16

l Voice and data signals travel
over DSL to a special device at

Data routed to the local telephone switching
. the Internet station, where they are divided

and routed to an ISP or to the
regular telephone network.

® Cengage Learning

DSL line

oice calls routed
| Local telephone | tn land linae

FIGURE 6-18

A DSL modem connects your
computer to a telephone wall
jack. You can plug the modem
into your computer’'s USB or
Ethernet port.

Petr Malyshev/Shutterstock.com
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Cable Internet Service

» Cable Internet service is a means of distributing
always-on broadband Internet access over the
same Iinfrastructure that offers cable television

service

FIGURE 6-20
A CATV cable has enough band-
width to support TV channels

Downstream Data ™~ =~ | | | . and data flowing downstream as
well as data flowing upstream.

"= ™NTV CHANNELS ™~~~ |

© Cengage Leaming
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Cable Internet Service

» Cable modems convert your computer’s signal into
one that can travel over the CATV network

» Always-on connection

» DOCSIS-compliant cable
modems

FIGURE 6-21

If your home has only one
CATV cable outlet, you might
need to use a splitter to link it to
your cable modem and televi-
sion. If you have multiple cable
outlets, you can connect your
cable modem directly to any
one of them.
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Satellite Internet Service

» Satellite Internet service distributes always-on, high-
speed asymmetric Internet access by broadcasting
signals to and from a personal satellite dish

» A satellite modem is a device that modulates data
signals from a computer into a frequency band that can
be carried to the satellite dish where it is converted to
another frequency, amplified, and transmltted
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Fixed Wireless Service

» Fixed wireless Internet service broadcasts signals In
order to offer Internet access to large areas

» WIMAX

» A WIMAX system transmits data
to and from WIMAX antennas
mounted on towers

» Under ideal conditions, WIMAX
can transmit data at 70 Mbps

FIGURE 6-23

A WIMAX tower broadcasts
signals over a wide area.
Subscribers close to the tower
can use non-line-of-sight
modems to pick up the signal.
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Fixed Internet Connection

Roundup

Download
speed (max.)

Upload
speed (max.)

Download
speed (actual)

Latency

Short video
(72 MB) down-
load

Requirements

Monthly fee

Installation
cost

Always-on

Kbps

33
Kbps
44
Kbps
100-200
ms

4
hours

Telephone

line, ISP,
voiceband
modem

384 Kbps— 5-50
6 Mbps Mbps
128 Kbps— 256 Kbps—
6 Mbps 10 Mbps
2-5 3-10
Mbps Mbps
10-20 10-20
ms ms
5 3.2
minutes minutes
Computer CATV
located within service that
3 miles of local provides
telephone Internet
switch; DSL access;
modem cable modem
$$ $$
$ $
Y Y

FIGURE 6-24

Fixed Internet Access Options

1-1.5
Mbps

100-256
Kbps
400-800
Kbps
1-3
seconds

24
minutes

Clear view
of southern
sky; satel-
lite dish and

modem

8%
ss

o

Mbps
70
Mbps
1-5
Mbps
10-50
ms

6.4
minutes

WIMAX
modem, line-
of-sight to
WIMAX tower
for distances
> 3 miles

$$
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nSection C: Portable and
Mobile Internet Access

» Internet to Go

» Wi-FI Hotspots

» Portable and Mobile WIMAX
» Portable Satellite Service

» Cellular Data Service
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Internet To GO

» Portable Internet access can be

defined as the ability to easily move
your Internet service from one location e
to another

» Mobile Internet access offers a
continuous Internet connection as you
are walking or riding in a bus, car, train,
or plane
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Wi-FI Hotspots

» A WI-FI hotspot is an area in which the public can access a
Wi-FiI network that offers Internet service

» WI-FI does not typically provide acceptable mobile Internet

access because you can only remain connected within
range of the network’s hotspot

FFFFFF 6-27

When connecting to a new
network, Windows gives you

an opportunity to turn file shar-
ing off. If the network is private
and secure; you can leave file
sharing on, but if the network is
public or unsecured, then select
the option to disable sharing.

g g ?
] x§- 3 zaal)
ila f 5
& 3 5

Chapter 6: The Internet




Portable and Mobile WIMAX

» WIMAX can be used as a portable
technology because Internet access Is
avallable to subscribers anywhere e
within a tower’s coverage area e o
» You use the same Internet service
provider whether you are at home or on

the road
» Mobile WIMAX
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Portable Satellite Service

Chapter 6: The Internet

FIGURE 6-29

A vehicle-mounted satellite dish
can be deployed from a control
panel inside the vehicle. As with
fixed satellite service, however,
latency becomes a factor for
real-time applications such as
videoconferencing, streaming
movies, and online gaming.

° See how it works.

> 2002-2011 Ground Control All Rig




Cellular Data Services

» Using cell phone technology to access the
Internet offers mobility that is not yet possible with
most of today’s wired or wireless computer
network technologies

FIGURE 6-30

The advantages of WAP-
enabled devices include their
portability and low price. The
disadvantage is their small, low-
res screens. Although various
schemes for scrolling over a
full-sized Web page have been
tried, most WAP users stick to
Web sites specially designed
for small screens.
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Cellular Data Services

» 4G technology provides peakdata ...
rates of 100 Mbps while a device is
in motion, or 1 Ghps rates when a '

device is stationary

» WAP (Wireless Application
Protocol) is a communications
protocol that provides Internet
access from handheld devices

but it is a modem that gives your

computer Internet access usin

» For the real Internet, cellular service e
providers offer data services,
sometimes referred to as mobile
broadband

» Most cellular service providers offer
wireless modems for broadband
data access
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Cellular Data Services

» MiFI1 Is a brand name
for a compact, mobile,
wireless router offered
by Novatel Wireless @ﬂl‘

» Some cell phones,
such as the Droids and L4
IPhones, can act as a
Wi-Fi hotspot by O
becoming the router for 1
a wireless network

» Tethering
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Section D: Internet Services

» Cloud Computing

» Real-Time Messaging

» Voice over IP

» Forums, Wikis, Blogs, and Tweets
» Grid Computing

» FTP

» File Sharing Networks

Chapter 6: The Internet 34




Cloud Computing

» Cloud computing depends on a grid of servers,
storage devices, and protocols that offer Internet-
accessible computing services ranging from
consumer-level media sharing to office productivity
applications and complex corporate data processing

» Software as a Service (SaaS)
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Cloud Computing

FIGURE 6-37

With a SkyDrive account, you
can store your data on a cloud-
based server and access it from
any device. You can also specify
files and folders on your local
computer that can be accessed
remotely from SkyDrive.

Chapter 6: The Internet

Welcome to SkyDrive

Your most important files are with you wherever you go, on any device,

i,




Real-Time Messaging

» A networked-based, real-time messaging system
allows people to exchange short messages while
they are online

IM client software displays

> I nStant messag I ng (I M) windows for typing and viewing
» Chat

Windows team
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Voice over IP

» VoIP (Voice over Internet Protocol) or
Voice over IP, is a technology in which
a broadband Internet connection is st Vo B
used to place telephone calls instead of e

the regular phone system

Connection Summary

» If you want to set up free computer-to- o | @) ey

shows that it is relatively
| § unpredictable, but should be

computer VolP, you and the people you [  sgkeamsac
communicate with can download and =
Install freeware or open source VolP Q@ e

much data along the route to the
server. As such, VolP

C I I e n tS ;?:':/;saﬁons are likely to be

S
i

Web site Copyright © 19972012 Visualware Inc - All Rights Reserved
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Forums, Wikis, Blogs,
and Tweets

An Internet forum is a Web-based online discussion
site where participants post comments to discussion
threads

A wiki allows participants to modify posted material

A blog (short for Web log) is similar to an online
diary; it Is maintained by one person and contains a
series of entries on one or more topics

A tweet Is a short message of 140 characters or
less, posted to the Twitter Web site



Forums, Wikis, Blogs,
and Tweets

FIGURE 6-41

Twitter is the platform for short
messages called tweets.

n View my prfle page

3 6 3

TWEETS FOLLOWING FOLLOWERS

NPR Politics & rprpoliics

Defiating Jobs Report May Not Move The Needie On The E
N pUOWISXD

[ View summary

Just gettng a spectacuar view of the

Morthemn Lights up here in Houghton, M1 Christian Siriane = ano

Check out the new @atoutdotme tax ad for #NYFW featur
page (about. i M bt iy/Uy
0 View media

NewsHour HewsHour
| Toright on @Newskour, Margare: Wamer spezks w/ a gl
WHO 10 Tdliow - Fefriah | View af | undecided voters. Take an #insidenewshour pezk: bit ly/Cg
Estée Lauder & CEsteclauder x| 9 View pheto
{3 Promoted - Follow !
E Christian Siriano - csirano
Evan Williams &3 v B | Video from last nghf's Fashion's Night Out event al our stor
Follow i ‘you stop by? You might be in the videol tmbir. co/ZZJDIwEx
Expana
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Grid Computing

» A grid computing system Is a
network of computers harnessed
together to perform processing
tasks

» SETI@home project

Chapter 6: The Internet

FIGURE 6-42
A distributed grid uses a diverse

client software and send
results back to the server.
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1. Enter the address of the FTP server in the browser’s address bar. At an
anonymous FTP server, a user ID and password would not be necessary.

D = B X || O Waiting for ftp.sec.noaa.gov %

FTP directory /pub/indices/ at ftp.sec.noaa.gov

To view this FTP site in File Explorer: press Alt, click View, and then click Open FTP Site in File Explorer.

FIGURE 6-44

A browser can provide
access to FTP down-
loads. ° Click to see
how it works.

Uptol level direct

08/07/2012
09/07/2014
09/07/2012
12/27/2010
07/30/2012
09/07/2012
09/07/2012
08/07/2012
08/07/2012
08/07/2014
08/07/2012
08/07/2012
a9/07/2012
a7/07/2012
09/07/2012
09/07/2012
09/07/2012

06:30FM
02:23aM
02:25FM
12:00aM
01:23FM
12:30FM
06:30AM
12:30AM
06:30FM
06:30FM
021450

2,917
2,938
2,915
4,400
25,474
Direccoxry
Directory
Directory
Directory

Directory boutok

12:11 2. Select the file you

06:3

0s:3¢ want to download.

06:30
02:23MM
02:25FM

LTXT

T
5,907 guar DED.txt
5,806 guar DSD.txt

3. It is safe to open the downloaded
file if your antivirus software checked
it. Otherwise, run a manual scan
before opening it.
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z
File Edit View Transfer Server Bookmarks Help

I a— ot nneeeee | || oo |
[Response: 227 Entering Passive Mode (71, 13,98, 154,228,52) ~

iCommand: STOR Desktop task management.accdt
[Response: 150 Connection accepted v
Local site: | C:\ D v | Remote site: v
I ~

*| 7 The file is uploaded

J to the selected folder

for uploading.

One file is selected

4 onthe FTP server.

r
Filename Filedm

Selected 1 file. Tatal size: SRS T6S hvtes

Configuration settings ¥

- 54860 Shockwave..
385,765 Microsoft ...
i | LFormata..

247,124 Compresse.

Selected 1 file. Total size: 585,765 bytes

Filesize Filetype Elad

Server/Local file Direction Remote file Size Priority  Status
[} Ch\users\SarahSmith\Doc...  -->>  /BOP/Desktop task managem... 585,765 Mormal  Transferring
00:00:02 elapsed 00:00:02 left 327,680 bytes (326.2 KB/s)

Software courtesy of Tim Kosse and FileZilla development community
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| Queved fies () [Foedvamsies | sl oG indicator shows
the progress of the upload.

[#®@ Queye:5T21KiE @@ |

FIGURE 6-45

FTP clients such as
FileZilla make it easy to
upload and download
files from an FTP server.
° Use your interactive
eBook to find out how
to use an FTP client to
upload and download
files from an FTP site.




File Sharing Networks

» File sharing, sometimes
called P2P file sharing,
allows users to obtain files
from other users located o
anywhere on the Internet

» BitTorrent is a file sharing f ,
protocol that distributes the | v T

role of file server across a AL

collection of dispersed i
/s, A4
computers Q
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Section E: Internet Security

» Intrusion Attempts

» Securing Ports

» NAT

» Virtual Private Networks

Chapter 6: The Internet 45




Intrusion Attempts

» An Intrusion Is any access to data or programs by
hackers, criminals, or other unauthorized persons

» A communications port is the doorway that allows a
computer to exchange data with other devices

» A port probe (or port scan) uses automated
software to locate computers that have open ports
and are vulnerable to unauthorized access
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Chapter 6: The Inter

Intrusion Attempts

433 GRC | ShieldsUP! — Comm... %

TruStealth

- Analysis -

Your system has achieved a perfect "TruStealth” rating. Not a single packet — solicited or
otherwise — was received from your system as a result of our security probing tests. Your
system ignored and refused to reply to repeated Pings (ICMP Echo Requests). From the
standpoint of the passing probes of any hacker, this machine does not exist on the Internet.
Some questionable personal security systems expose their users by attempting to "counter-

probe the prober”, thus revealing themselves. But your system wisely remained silent in every

way. Very nice.

Port Service  Status Security Implications

<nil> this IP address!

TF this IP address!

There is NO EVIDENCE WHATSOEVER that a port (or even any computer) exists at
SSH this 19 address!

There is NO EVIDENCE WHATSOEVER that a port (or even any computer) exists at
Telnet this IP address!

SMTP - There is NO EVIDENCE WHATSOEVER that a port (or even any computer) exists at

this IP address!

Thara is NO EVIDENCE WHATSOEVER that a port (or even any computer) axists at

There is NO EVIDENCE WHATSOEVER that a port (or even any computer) exists at

There is NO EVIDENCE WHATSOEVER that a port (or even any computer) exists at

FIGURE 6-48

Your computer’s ports are
most secure if they don't even
appear to exist when probed
using a port scanner. ° Use
your interactive eBook to see
how ShieldsUP! checks your
computer’s ports and learn
what the results mean.

Web site © 2012 Gibson Research Corporation




FIGURE 6-49

Securing Ports To configure a Windows

Chapter 6: The Internet

computer for Automatic
Updates, use the Security
Center option in the Control
Panel.

= 4 @ « All Contral Panel tems » Windows Update » Change settings v Search Co... 0

Choose your Windows Update settings

When your PC is online, Windows can automatically check for important updates and install them using these
settings. When new updates are available, you can alse choose to install them when you shut down your PC.

Impeortant updates
@ %Imlupdmmnwtinlﬂremmﬂd] v"

Updates will be autematically downloaded in the background when your PC is not an a metered
Intermiet connection.

Updates will be autormatically installed during the maintenance wandow.
Fecommended updates
[+] Give me recommended updates the same way | receive impartant updates

Microsoft Update
Give me updates for other Microsoft products when | update Windows

Mote: Windows Update might update itself sutomatically first when checking for other updates. Read our

Wok || Cancel |




Securing Ports

» A firewall is software or
hardware designed to filter
out suspicious packets
attempting to enter or leave e—
a computer e

» Sharing printers or files on
a LAN or the Internet
requires open ports so the i, [
data can be transferred to [ ———
and from your computer

FIGURE 6-51

When this option is
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NAT

» Routers are intended to work within LANS to
monitor and direct packets being transported from
one device to another

» A routable IP address is one that can be accessed
by packets on the Internet

» A private IP address is a non-routable IP address
that can be used within a LAN, but not for Internet
data transport
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NAT

Chapter 6: The Internet

FIGURE 6-52

A router monitors the IP
addresses of packets on

a LAN. Packets with local
addresses (green) are kept
within the LAN. Packets with
external addresses (red) are
routed out to the Internet. °
See how it works.

Packets with
external addresses
go to the Internet.

Router

i Packets with local addresses
~ 4, remain within the LAN.

LAN waorkstations




NAT

» Network address translation (NAT) Is the process
your router uses to keep track of packets and their
corresponding private or public IP addresses
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Security Update

» An Interesting recent article:

» http://www.computing.co.uk/ctg/news/2300975/kev
In-mitnick-the-only-thing-mcafee-is-good-at-is-
making-videos/page/l
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Virtual Private Networks

» It Is possible to secure remote connections by
setting up virtual private network (VPN) access to a
remote access server in the corporate office

» Access to a VPN is usually by invitation only;
employees who need to access a VPN are given
the necessary instructions, addresses, and
passwords to make connections
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VPN

Chapter 6: The Internet

FIGURE 6-55

A personal VPN offers security
for the data that you transmit
from public Wi-Fi hotspots.
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